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What Is a Home Network? 

A home network is a computer network 
you have in your home. True, but not 
very helpful, eh? So, let's dig a little 
deeper. 

Most people know by now that in order 
for one computer to share information 
with another, it's necessary to connect 
them together in some way. Those 
connections and the computers that are 
part of them form a network. Just like a 
spider web, when the trapped fly tugs on 
one part, a signal is sent to the spider at 
the other end. 

In the case of a home network, the web is made up of either cables or radio 
beams. Those two basic options make up the difference between what is called a 
cabled or wired network versus a wireless network. As recently as five years ago, a 
lifetime in the computer world, the wireless option was complicated and 
expensive. Today, wireless home networks are often less expensive and easier to 
create. 

At different points along the web there are junctions called nodes. Those nodes 
can be in the form of computers, switches or routers. 

Switches provide a place to plug the cables in that allow a physical connection 
between communicating computers. Routers perform a similar purpose but with 
more functions, such as the ability to connect multiple networks together and (as 
the name suggests) route traffic intelligently between them. 

In many cases, computers themselves can perform those functions. Software 
within the system can use the network cards in each computer, with a simple 
switch in between, to allow communication between them. Though routers have 
become commonplace, that's still possible and if your needs are fairly simple it 
can be the cheapest, easiest way to create a home network. 



But computers, switches and routers aren't the only possible components of a 
home network. Familiar devices that go under the general name of peripherals 
are often part of the home web. 

One of the reasons for undertaking the expense and effort of creating a network is 
often to share a printer, fax or scanner among multiple computers. If you 
splurged for a color laser printer or a fax machine at home, you often don't want 
to have to output that much money for each computer. A home network allows 
sharing those devices. 

As part of the basic home network system, you'll often want to include software 
and/or hardware known as a firewall. A firewall allows for passing some 
information sent by trusted sources, but blocks other types of data, or that sent 
from any other source. With wireless networks or any home network connected 
to the Internet, they are a must. Fortunately, routers typically contain some 
inherent firewall functions. Even software within the OS today can usually 
perform that function. 

Putting all these different pieces together in a coherent way that allows you to 
send and receive files, share printers and more is the process of creating a home 
network. Of course, doing it in a way that doesn't get you tangled up in a sticky 
web requires a bit of homework. 

Is Home Networking For You 

Not too many years ago building a home network was strictly for professionals 
and true computer geeks. The cost, the complexity and other factors made it a 
very rough road for anyone else. 

But the situation has changed. 

Today, the costs have come down on every component. Wireless is not much 
more expensive, and sometimes less, than cabled gear. A bit of Cat 5 Ethernet 
cable costs not much more than plain stereo equipment wire. A hub costs a few 
dollars. Even routers, once $200 or more are now available for little more than 
the cost of an ordinary switch. 

At the same time, speeds have increased.  

Reliability has improved for both cabled and wireless networks. The latter were 
once just for experiments by hobbyists. A cordless phone call, a wall or just a 
solar flare hiccup could easily knock your network offline. Distances were limited 
to a few meters, making wireless networks much less attractive for networking 



the whole home. Now, they can cover the whole of a large, two story home with 
ease. 

But perhaps best of all, besides the lower cost and better performance, home 
networking is now simpler than ever. Today's gear comes with better 
instructions, ones that don't assume you are a computer or networking expert. 
The software and hardware both are simpler to configure. The diagnostic tools 
are easier to use than in times past. 

At the same time, most people have increased their basic computer knowledge by 
leaps and bounds. With the Internet, cell phones, iPods being a daily part of 
everyone's lives, the intimidation factor is at an all time low. Everyone today 
knows how to use email. Most people know what HTTP is, how to ping something 
and other things once considered esoteric. Discussing routers, IP addresses and 
other aspects is no longer just for wild eyed guys with glasses. 

Security consciousness has been raised, too. As a result of thousands of articles 
on credit card or identity theft and other computer related issues, people are 
much better informed and more cautious. They may not follow all the standard 
recommendations touted by security professionals, but they're no longer 
indifferent. Anyone who has ever been hit by a computer virus, which is just 
about everyone today, has seen first hand the need for some efforts in this area. 

There are still a few minor hurdles to overcome. The biggest one is usually just 
absorbing a fair number of unfamiliar terms, such as protocol, NIC and other 
related words. Once that wall is breached, the rest is pretty straightforward. 

Even adding an Internet connection to the home network, so that it can be shared 
by all systems instead of just one, is very simple today. A little bit of homework, 
sometimes a modest amount of troubleshooting, and you're in business. 

So get in gear and start hooking together those computers owned by each 
member of the family. You'll find that printer sharing is easy. You'll be able to 
pass files without emailing them from one system and downloading them from 
another. You'll find your security enhanced. Most of all, you'll have the same kind 
of fun that used to be limited to computer experts. Who wouldn't want that? 

Wireless Network Pros and Cons 

Five years ago, a lifetime in the computer world, the decision of whether or not to 
go wireless would have been made for most home network builders. The cost and 
complexity, relatively low reliability and lower speed would have made a wireless 
network valuable only for the hobbyist. Someone who wanted to build one could 



have a lot of fun from the exercise. But for practical use, it was a second choice at 
best. 

Today, the situation has changed. Wireless equipment has come down 
considerably in price, relatively speaking. The cost of standard Ethernet cables, 
switches, routers is typically still less than their wireless counterparts. But the 
difference has shrunk quite a lot. 

At the same time, the performance and reliability cost/benefit ratio has shifted. 

Even five years ago it was easily possible to build a home network that used 100 
Mb technology. (100 Mb = 100 megabits/s = 100 x 1 megabits/8 bits/byte = 12.5 
megabytes per second.) For more money, then or now, you could build a 1 Gb 
Ethernet network if you needed the extra bandwidth and speed. That would 
comfortably support several computers transferring data simultaneously. 

Now, wireless products are very competitive in terms of speed and overall 
performance. Even a slower 802.11b wireless router is rated at 11 Mb, while 
delivering real-world throughput of about 6-7 Mb. For only a slightly higher 
price, on average, you can now get an 802.11g router with a rated speed of 54 Mb 
and newer, faster models are not far off. 

Wireless networks offer the maximum in convenience with, in some respects, 
simplified construction. It's commonplace for there to be multiple computers in 
the home today.  

Most people will not want to have their home look like a computer room. Yet, 
stringing Ethernet cable around the house inside walls, under carpets or along 
the floor boards, is a task. Confined to the home office, it may not be a big deal. 
Wiring the entire house is another matter. 

With a wireless network, you simply place the wireless router in some location 
that is sensible for the devices it is going to support. Then, follow the 
configuration instructions, and you're in business. The teenager in college 
upstairs in her bedroom works just fine at the same time as Mom in the home 
office or Dad in the living room. No need to string a wire to the couch or bed. 

But there are some limitations and potential downsides. Apart from the higher 
cost and slower speeds, wireless networks may introduce configuration, security 
and reliability issues. 

Though they've improved vastly, wireless networks can be more difficult to 
configure. Wireless routers sometimes have cryptic configurations. Wired routers 
can too, but it tends to be more so in the case of wireless networks. You're 
sometimes unsure whether the issue is software or simply a signal not being sent/
received. 



Security has improved too, though there is an inherent hurdle with wireless 
networks. Since they don't require a physical connection, anyone with a wireless-
enabled laptop or cell phone who is nearby can, in theory, access your network. 
But if you follow the directions carefully when configuring the router, this 
problem can be overcome. 

Reliability is another area that has gotten much better, though it can't always 
match a cabled network. Cable networks can have hiccups, usually when plugging 
in new devices. Bad cables or connectors are rare, but they do exist.  

But wireless network devices are much more subject to possible interference. 
Microwave ovens, cordless phones, Bluetooth-enabled devices and other common 
home technology send and receive signals in the same frequency range. 
Sometimes they clash. Charged particle streams from solar flares and other 
natural phenomenon can interfere with your signal. 

All in all, though, wireless networks offer flexibility and speed that suits the needs 
of home network builders well at affordable prices. 

How Does Home Networking Work? 

A home network is a set of hardware and software that allows computer-based 
communication. File sharing, printer sharing and other input and output is a 
typical part of the home network. But how does it perform those functions? 

A home network functions in a nearly identical way to that used by private 
companies when they create what is known as a Local Area Network (LAN). 
Designations called IP addresses, and some associated easy-for-humans-to-
remember names (often called host names) are used to know who and where 
everything is. 

For example, when 10.1.1.5 (Computer-Jack) sends a file to 10.1.1.6 (Computer-
Jill), the software and hardware cooperate to know where and how to send the 
file from Jack to Jill. 

The idea is, in principle, the same as that used by the post office. Each home has 
an address and a letter sent from one home is routed to another by using that 
address. The return address on the envelope makes it possible to know where to 
respond. Home computer networks operate the same way, even calling the 
routing data used 'an envelope' that surrounds the data (the words on the letter). 

Physically, a home network comes in two basic types: cabled and wireless. 



In a cabled network, wire bundles called Ethernet cables with connectors on each 
end plug into either a NIC (network interface card) in the computer, printer, 
fax, ... or into a switch/router. Switches or hubs are simplified devices that allow 
physical connections between components of the network. Routers contain 
additional software and circuitry to perform more complex functions, such as 
connecting to the Internet. 

A wireless network operates the same way, except there is no need for cables. 
Instead, small devices called transceivers (transmitter-receiver) send and accept 
information by radio signals. 

Suppose for example that you want two computers within a home network to 
both be able to print to the same printer. There are two basic ways to make that 
possible. In one set up the printer is physically attached to one of the computers. 
The alternate set up connects the printer to the network itself, not to any 
individual computer. 

In the first arrangement, the printer is called local, but shareable. Just as you 
might make files on one computer accessible to another, so it's possible to allow a 
remote computer to print to the locally attached device. Computer-Jack then 
simply shares the printer by using software on the hosting system, Computer-Jill. 

In the more typical case today, the printer has its own NIC and is attached to a 
switch or router via Ethernet cables or a wireless transceiver. Each computer on 
the network then 'sees' the printer as a device it can use. 

Scanners, fax machines and even other computers (file servers, for example) 
operate essentially the same way. Each device gets an address and a name. 
Software on the device allows it to be configured to make its function accessible 
to multiple computers on the same network. 

Networking 101 

A network is like a spider web, the basic reason that the Internet is often called 
that. It's a series of lines (called routes) that have intermediate and end points 
(called nodes) that connect devices together. Those connections and routes are 
what allow the devices to share, input or output information across the network.  

Along those routes, signals flow that contain information of interest to the 
network users. Like a trapped fly that tugs on a part of the web, the disturbance is 
sent down the line, through nodes, to the spider at another point on the web. 
Unfortunately for the fly, the spider often sends back a reply. 



Unlike a spider web, though, a computer network sends and receives those 
disturbances in the form of something called packets. There are other ways to 
perform the same function, but today almost all networks operate as explained 
below. 

Software and hardware on the network cooperate to pass those packets. Packets 
are chunks of information containing your data wrapped in control information. 
That control data at the front and back of your data allows routers and computers 
to know where and how to send your data. 

In most commercial and home networks, the method uses something called IP, or 
Internet Protocol. Every device on the network gets assigned an address in the 
form of what is called a dotted octet, such as 209.131.36.158. In the home, those 
addresses are usually in a range of: 

10.0.0.0 through 10.255.255.255, or 
172.16.0.0 through 172.31.255.255, or 
192.168.0.0 through 192.168.255.255 

Those constitute what are called Private Addresses, since they can't be sent 
unmodified over the public networks that form the Internet. They're used by 
routers, computers and peripherals in your home network. 

Private commercial networks, such as those inside companies large and small 
also use these same address ranges. Something called network address 
translation, NAT, at a device called a boundary router allows many companies 
and homes to use the same range without accidentally passing information to and 
from one another over the Internet. 

Note that your home computer may have a very different address, such as 
70.31.192.243. This is often the case because a single computer connected to the 
Internet gets an address assigned by the ISP, Internet Service Provider. You then 
don't really have just a home network, but are a paying customer of a commercial 
network.  

When each device - each computer, router, printer,... - is assigned its own 
address, the software and hardware can figure out where data is coming from and 
should go to. It's what makes possible communication without confusion. 

The router software and/or hardware, in cooperation with networking hardware 
and software in each device, routes the data to and from the proper devices using 
those addresses. The method is in principle the same as that used by the postal 
system to route letters from one home or business to another. 



Networking Options 

When you start to design your home network, you'll be immediately faced with a 
wide array of choices. Many of them have cryptic names and obtuse descriptions. 
But don't be put off by all the techno-babble. Make an effort to get familiar with 
some of the names because they're associated with options that affect the design 
and value of your home network. 

The first, basic choice is between a cabled network and a wireless one. The choice 
used to be made for most everyone, given the once high prices and complexity of 
wireless equipment. But costs have come down and putting a wireless network 
together today is no more complicated than the more traditional type. 

Cabled networks today usually run along Ethernet cables. Most Ethernet cabling 
used is designated by the name: Cat-5. There is another option, though, and 
that's to use fiber optic cabling. For home network designers, the extra cost and 
potential reliability issues aren't worth the benefits. 

Ethernet cables will support speeds ranging from the traditional 10 Mb or 100 
Mb up to 1 Gb or more. (Here, 10 Mb = 10 megabits/sec = 10/8 megabytes per 
second.) 10 Gb is not unknown and one company has now produced a wired 
device that operates at a theoretical speed of 100 Gb. (1 Gb = 1 gigabit/sec = 1/8 x 
1024 megabytes per second = 128 MB/s.) 

The speed is theoretically limited by the cable, but in practice the attached 
devices are more of a limiting factor. Other factors, such as number of 
simultaneous users, protocol used and other factors are often even more 
important in real-world applications. The faster speeds are typically found only in 
professional networks, however. 

Wireless devices are often 802.11b or 802.11g type today. The technical 
definitions are complex, but the practical meaning for the home network designer 
is simple: 802.11b operates at 2.4 GhZ and 11 Mb and 802.11g at 2.44 GHz/54 
Mb. 

Both numbers are important, the frequency (measured in Ghz or 1,024 million 
cycles per second) and the throughput, in megabits. (1 Byte = 8 bits)  

The frequency gives you a clue about the likelihood of interference. Some cordless 
phones and other popular home devices can interfere with your network. That 
means that when the phone rings and you answer it, your network may see a 
hiccup. The problem tends to occur more often with wireless cards in laptops, 
however. 



The throughput is important, since the numbers are theoretical ratings. The real 
data transfer rate of, for example, 802.11b tends to be between 6-7 Mb/s, despite 
the rated speed of 11 Mb/s. For comparison, that's roughly 1/5 to 1/2 the speed of 
a DSL or cable Internet connection. So, if you know how long it takes you to 
download, say, a 10 megabyte file off the Internet, you can easily estimate how 
fast data will get around your home network. 

Other systems have been in the experimental stage for several years. One uses the 
wiring in your home to carry network signals. All you would have to do is plug a 
special device into an electrical outlet then plug your computer, printer into that 
via a short cable. Though some use wireless technology as part of the system. It's 
possible to obtain the equipment, but major vendors don't yet offer this option. 
For now, it's best for most home network designers to stick to the standard 
choices. 

Essential Home Networking Equipment 

There are two basic types of home network, cabled (or wired) and wireless. Either 
type you choose will have some basic equipment in common, though the specific 
type will vary. 

First and foremost, in order for any two devices on the network to communicate, 
some path has to be established. 

In a cabled network, that's done physically by means of wire strands, usually 
Ethernet cables. They can be any length up to several hundred feet. There are 
physical limitations before a switch or router has to be introduced between 
cables, but the length is far greater than most home network builders will have to 
worry about. 

In a wireless network, the path may be invisible, but it's just as real. In this case, 
radio waves are used to send and receive signals. In principle, they are subject to 
interference just as broadcast TV signals may be. But in practice, within the 
home, that's rarely a problem.  

Rarely, but not never. Things that generate or interfere with radio signals such as 
microwave ovens, streams of charged particles from solar flares, metal inside 
walls can be a problem. Sometimes, a wall is enough to lessen the effectiveness of 
the wireless signal. 

Next, you need devices that can send and receive the signals that those wires or 
beams will carry. 



A NIC (network interface card), usually in the form of an Ethernet card, is a now 
familiar part of home networking equipment. They're often as inexpensive as a 
few dollars and come in a range of speeds. Today, 10Mb, 100Mb and 1Gb are 
commonplace.  

There are other speeds as well. An 802.11g wireless network, for example, 
transmits at 54Mb/s, while 802.11b operates at 11Mb/s. As time progresses and 
costs come down, the higher speeds are more and more dominating the market. 
Higher speeds are available and becoming more common. 

A NIC can be the more traditional type that connects to Ethernet cables, or it can 
be a wireless card that has a transceiver built-in to send and receive radio signals. 

But the NICs in different devices (such as two computers on the network) are 
rarely connected by the cables directly. In almost all cases they run to a switch or, 
these days more often, a router. 

A switch or hub is a small device with ports (holes) that cables can be plugged 
into. They're ultra low cost (often just a few dollars) and adequate for simple 
networks that don't require a connection to the Internet. More often today, home 
network builders will use one or more routers. 

A router is just what it sounds like, a device that routes traffic. It determines how 
and where to direct data by using a series of IP addresses (such as 10.1.5.142) and 
software/hardware designed to receive data from some devices and send data to 
others. 

Routers come in two basic 'flavors' today, cabled and wireless. Each type comes in 
a variety of models from different vendors. They have different software, which is 
usually proprietary and offer different functions. Some for example, may have 
virus protection built in. They may vary according to the number of ports, which 
determines how many devices can be plugged in. They'll vary according to how 
fast they actually operate at, along with variations in rated speed (54Mb rated ~ 6 
Mb actual). 

There are other devices that may, and usually do, form part of a home network 
such as a cable modem, DSL or satellite modem for connecting to the Internet. 
But those listed above are the bare essentials to get started. 


